Data Protection Impact Assessment (DPIA) Template

This template is designed to help [Company] assess and document the data protection and privacy risks associated with AI systems and use cases. It supports compliance with GDPR and other relevant data protection laws.
1. Project Details

- Project/Use Case Title: ____________________________

- Project Owner: ____________________________

- Department: ____________________________

- Date: ____________________________

- Reviewer: ____________________________

2. Description of Processing

- Purpose of the AI system:

- Categories of personal data processed:

- Source of data:

- Recipients of data:

- Retention period:

- Processing activities (collection, storage, analysis, sharing):

3. Legal Basis

- What is the lawful basis for processing personal data? (e.g., consent, contract, legitimate interest)

- How is this justified for this use case?

4. Risk Assessment

Identify and evaluate risks to individuals' rights and freedoms:

- Risks of bias or discrimination:

- Risks of excessive or unnecessary data collection:

- Risks of data breaches or unauthorised access:

- Risks of lack of transparency or explainability:

- Other risks:

5. Mitigation Measures

List controls and safeguards to mitigate identified risks:

- Technical controls (encryption, pseudonymisation, access controls):

- Organisational measures (policies, training, audits):

- Human oversight measures:

- Monitoring and reporting processes:

6. Consultation

Record whether consultation with stakeholders, employees, or regulators is required:

- Data Protection Officer consulted (Yes/No):

- Stakeholder feedback:

- Regulatory consultation (if high-risk):

7. Outcomes & Approval

- Summary of key findings:

- Residual risks remaining:

- Decision: Proceed / Amend / Do not proceed

- Approved by: ____________________________

- Date: ____________________________

