Vendor Due Diligence Report – Template
Report Title: Vendor Due Diligence Report – [Vendor Name]
Date: [DD/MM/YYYY]
Prepared By: [Reviewer Name]
Vendor Contact: [Vendor representative, role]
1. Vendor Overview
- Vendor Name:
- Product/Service Assessed:
- Deployment Model (Cloud / On-Prem / Hybrid):
- Contract Duration & SLAs:
2. Compliance & Certifications
- GDPR / UK DPA Compliance: Yes / No
- ISO 27001 Certification: Yes / No
- SOC 2 Report: Yes / No
- EU AI Act Alignment: Yes / No
- Other Certifications:
3. Security & Privacy
- Data Encryption (in transit/at rest):
- Identity & Access Controls (MFA, RBAC):
- Data Residency & Sovereignty:
- Logging & Monitoring:
4. Model Transparency & Documentation
- Availability of Model Cards: Yes / No
- Training Data Disclosure: Full / Partial / None
- Bias & Fairness Testing Evidence: Provided / Not Provided
- Explainability Tools:
5. Risk & Incident Management
- Incident Response Procedures:
- Breach Notification Timeline:
- Historical Incidents (if disclosed):
- Escalation Path to Vendor:
6. Contractual Terms
- Data Ownership & Portability Clauses:
- Termination & Exit Strategy:
- Vendor Lock-In Risks:
- Subprocessor List Provided: Yes / No
7. Assessment Findings
- Strengths:
- Weaknesses:
- Residual Risks:
- Overall Risk Rating: [Low / Medium / High]
8. Recommendations
- Proceed / Proceed with Conditions / Reject
- Conditions (if any):
9. Reviewer Sign-Off
- Name:
- Position:
- Date:
